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•  Security	
  researcher	
  since…	
  (a	
  lot	
  of	
  <me)	
  in	
  
SPAIN.	
  

•  Pentester	
  &	
  Incident	
  researcher	
  

•  At	
  the	
  Offensive	
  side	
  (more	
  funny).	
  
	
  
•  I	
  love	
  protocol	
  level.	
  

About	
  me	
  



INTRODUCTION	
  



What.	
  



Why.	
  



EXPLOITATION	
  (I)	
  
NORMAL	
  PROCEDURE	
  



•  CSRF/XSS.	
  
•  Insufficient	
  authoriza<on.	
  
•  SNMP/TFTP.	
  
•  Default	
  password	
  +	
  external	
  administra<on.	
  
•  Cracking	
  wifi	
  passwords	
  +	
  default	
  password.	
  
•  Command	
  line	
  DNS	
  change.	
  
•  Rogue	
  DSLAM.	
  
•  Malware.	
  

How.	
  



What.	
  



•  Metasploit.	
  
	
  
•  Dnsmasq.	
  

•  Bind	
  server.	
  

Tools.	
  



•  Invisible	
  proxy.	
  
–  Burp	
  suite,	
  mitmproxy	
  

•  SSLstrip.	
  
•  HTML	
  injec<on.	
  

–  BeEF	
  
–  Exploit	
  kits	
  

•  Bouncing	
  to	
  known	
  servers.	
  
–  SSLsplit	
  

•  Fake	
  web	
  servers.	
  
–  defacing.	
  
–  Phishing	
  

•  Sniffing	
  data.	
  

Then.	
  



OBSTACLES	
  OF	
  
NORMAL	
  EXPLOITATION	
  



•  SSL	
  cer<ficates	
  (Cri<cal).	
  

Obstacles.	
  



•  SSL	
  cer<ficate	
  pinning	
  /	
  EMET	
  (Cri<cal).	
  
	
  

Obstacles.	
  



•  HSTS	
  +	
  Preloaded	
  HSTS	
  sites	
  (Non	
  cri<cal).	
  

Obstacles.	
  



•  SSH	
  signatures	
  failure	
  (Cri<cal).	
  
	
  

Obstacles.	
  



•  POP3/SMTP	
  Banner	
  (Non	
  cri<cal	
  problem).	
  
•  FTP	
  Banner	
  (This	
  can	
  be	
  cri<cal).	
  
•  Limited	
  host	
  intercep<on.	
  
•  Limited	
  protocol	
  intercep<on.	
  

Obstacles.	
  



•  Limited	
  of	
  hosts	
  intercep<on.	
  

•  Time	
  to	
  study	
  IP	
  communica<on	
  manners.	
  

•  Limited	
  cleartext	
  protocols	
  intercep<on.	
  

•  No	
  SSL	
  &	
  ciphered	
  protocols	
  intercep<on.	
  

•  Accept	
  the	
  loose	
  of	
  a	
  lot	
  informa<on.	
  

Limita/ons.	
  



EXPLOITATION	
  (II)	
  
IMPROVE	
  THE	
  ATTACK	
  PROCEDURE	
  



•  Discre<on.	
  

•  Improve	
  data	
  acquisi/ons	
  from	
  <me	
  0.	
  

	
  

Objec/ves.	
  



•  A	
  DNS	
  feature	
  for	
  	
  high	
  availability:	
  
	
  

Improve	
  the	
  aTack.	
  



Improve	
  the	
  aTack.	
  
DHCP	
  REQ	
  

DHCP	
  RESP	
  with	
  Fake	
  DNS	
  Server	
  

DNS	
  Req	
  
DNS	
  Req	
  

DNS	
  Resp	
  

DNS	
  Resp	
  =	
  IP	
  a_acker	
  server1	
  +	
  IP	
  a_acker	
  server2	
  +	
  DNS	
  Resp	
  
Short	
  TTL	
  

SYN	
  port=xxx	
  

RST	
  ACK	
  port	
  =xxx	
  

SYN	
  port=xxx	
  
SYN	
  port=xxx	
  

SYN	
  ACK	
  port=xxx	
  

SYN	
  ACK	
  port=xxx	
  

DATA	
   DATA	
  



•  On	
  port	
  80	
  the	
  a_acker	
  can	
  put	
  a	
  invisible	
  proxy.	
  

•  The	
  a_acker	
  can	
  reject	
  SSL	
  ports	
  always	
  because	
  the	
  client	
  
will	
  later	
  connect	
  to	
  the	
  real	
  server.	
  

•  Other	
  connec<ons	
  data	
  will	
  be	
  forward	
  through	
  the	
  evil	
  
server	
  since	
  the	
  first	
  moment.	
  

	
  
•  And	
  there	
  is	
  a	
  tool.	
  
	
  
	
  

Improve	
  the	
  aTack.	
  



•  dns2proxy	
  (s<ll	
  in	
  beta).	
  
•  Full	
  in	
  python	
  (PyDNS).	
  
•  Permit	
  spoof,	
  direct	
  forwarding	
  and	
  add	
  IPs	
  to	
  
the	
  response.	
  

•  Interact	
  directly	
  with	
  iptables	
  to	
  forward	
  
connec<ons.	
  

	
  	
  	
  h_ps://github.com/LeonardoNve/dns2proxy	
  
	
  
	
  
	
  

Tool.	
  



Improve	
  the	
  aTack.	
  



DEMO	
  
(or	
  video	
  if	
  demo	
  effect	
  ;)	
  



•  Limited	
  of	
  hosts	
  intercep<on.	
  

•  Time	
  to	
  study	
  IP	
  communica<on	
  manners.	
  

•  Limited	
  cleartext	
  protocol	
  intercep<on.	
  

•  No	
  SSL	
  and	
  ciphered	
  protocols	
  intercep<on.	
  

•  Accept	
  the	
  loose	
  of	
  a	
  lot	
  informa<on.	
  

Previous	
  limita/ons.	
  



SSLStrip	
  vs	
  HSTS.	
  



•  Strict	
  Transport	
  Security	
  based	
  in	
  domain	
  names	
  
predefined	
  or	
  not.	
  

•  Change	
  HTTPS	
  to	
  HTTP.	
  
•  Also	
  change	
  domain	
  names	
  to	
  connect	
  based	
  on	
  
predefined	
  rules.	
  

•  DNS	
  Server	
  can	
  resolve	
  based	
  on	
  these	
  predefined	
  
rules.	
  

•  HSTS.	
  	
  
	
  
h_ps://github.com/LeonardoNve/sslstrip2.git	
  

	
  

SSLStrip+	
  to	
  defeat	
  HSTS.	
  



DEMO	
  
(or	
  video	
  if	
  demo	
  effect…)	
  



•  With	
  UDP	
  the	
  applica<on	
  have	
  the	
  control	
  
over	
  the	
  communica<on	
  not	
  the	
  OS.	
  

•  If	
  this	
  applica<on	
  resend	
  a	
  lost	
  UDP	
  packet,	
  
we	
  have	
  it!	
  If	
  not…	
  L	
  

•  Dns2proxy	
  is	
  s<ll	
  a	
  beta	
  and	
  only	
  control	
  TCP	
  
but	
  it	
  is	
  really	
  easy	
  extend	
  it	
  too	
  UDP.	
  

	
  

	
  

UDP?	
  



•  Use	
  other	
  a_acks	
  against	
  SSL	
  (Beast,	
  Crime,…).	
  
•  A_ack	
  SSL	
  implementa<ons	
  (iPhone,	
  Linux).	
  
•  Downgrade	
  a_acks.	
  
•  JavaScript	
  infec<ons.	
  

h_p://media.blackhat.com/bh-­‐us-­‐12/Briefings/Alonso/
BH_US_12_Alonso_Owning_Bad_Guys_Slides.pdf	
  
	
  
	
  

	
  

Other	
  steps.	
  



Other	
  scenario.	
  



•  Improve	
  DNS	
  server	
  configura<ons	
  hijacks	
  
with	
  two	
  tools.	
  

•  Much	
  informa<on	
  capture	
  than	
  typical	
  
a_acks.	
  

•  Old	
  protocols	
  –	
  Old	
  security.	
  
•  New	
  protocols	
  +	
  Old	
  protocols	
  –	
  Old	
  security+	
  
•  Solu<ons…	
  DNSSEC.	
  

	
  

	
  

Conclusions.	
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