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* International

ML VE (> 2276 pa*)

° From Section 5.5.4.3:
CO m p I EX If the card responds to GPO with SW1 SW2 = x'9000' and AIP

byte 2 bit 8 set to b'0", and if the reader supports qvSDC and
contactless VSDC, then if the Application Cryptogram

(Tag '9F26') is present in the GPO response, then the reader
shall process the transaction as qVSDC, and if Tag '9F26' is

not present, then the reader shall process the transaction as
VSDC.
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EMV Contactless transaction
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Relay attack scenario
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Developme\nts of relay :‘:_“,'LJ ks on EMV

- Relay attacks are nothew

On EMVpéontact’(ZOOS) ‘i“‘
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- Performange

* Typical Dutch-transactions: 33@m\s = 637/ms

* Basic relay transaction{s: 11&2 7\:~<1336ms

* Max allowed transaction time: ' 52 seconds
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EMV Contactless transaction
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Terminal

Card

|
:<—Select Payment Environment
|

Application ID  Application name  Priority

A0000032010  Visa Electron 1

Application ID  Application name

A0000004306  Maestro

A0000002501  American Express




«4-Select Payment Environment—
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Android’s power sawgs function

* Network ad/apter t A
* After 100ms of magtlwty “

» Adds~+ 40ms”§aaﬁlonalfdelay
* Implement ‘keep \Ilve/functlcon

f

1 |Hfpublic class S5end extends H“‘ﬂETdE}iETllﬁj rli String> { }'
2 —| protected 5tring dolnBackground(5tring... commandipdu) { N4
= try { ?Zf
= while (true) { 8
Mainhctivity.writer.write("Stay Al
MainfActivity.wWwriter.newlLine() ; 3
Mainbctivity.writer.flush() 'K
\,

Thread.=sleep(Z0) ;
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Timing [ms]

Performancetésults
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* No PIN for< €2<5/$25

* Pin neededwfej>/€2/5/$25
ameras 4'
* PIN pad 7

* Shoulder s{Jrfflng
B (
* Infrared plctures (?)



~Infrared pictiires
(1 Tube}

—

IPhone ATM PIN code hack- HOW TO PREVENT

“YJ, Mark Rober

O— 13.974.110
—+—f voeq ‘ < |‘ 4 ,l 2.81
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PINLentered: 6-7-8-9-0
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1-2-3-4-5

PIN entered



~Infrared pictiires
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“Amounts overview

Limit Without PIN  With PIN
EMV Contact - €2500-€5000
EMV Contactless €25 €2500-€5000

/ vvu : ’
| N
* 1€ contact tranfsacgtlons pr@tected with PIN
worth up to €5000

* Contactless transactlons/up t9/€5000 aIIowed




Conclu {]

* Relay setugfposmble with 2 OJf'S ndr0|d devices
* Simple appllcatlonwneJeded (_+ 2 days”d/evelopmg).
+ No effective countermea

e sures{emstent
* Probably dlfflCUFftéO realize
* Payment limits should be

5
T
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