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INSIDE Hat-Hackers Show New Attacks
| N FO RMAﬂ 0 N by Rik Farrow

Black Heat Briefings runs alongstde DefCore v Los Vepers oach year. Pul together by Joff

@ Privacy and Security 2| Moss, ake * Dark Tangent”, the latest Brigfing was beld late this past uly
Why the fssues of pri-
== | pgcy and security can- As you read this account of Black Hat 2002, remember that most of the speakers are
not be solved seperately secudty consultants who are presenting their research about weaknesses found in cur-
rent softwvare and hardware products--including Open Source.
TU's quite casy 1o gel upset ghout some of what vou are about to read. But the pur-
Industry Update 3 | pose behing the: ralks is to improve security by revealing where it is weak today.
Marcus Eanum Richard Clarke, the administration's compter security advisor, led off the program.
| om the future of Clarke has come 4 fong way in his undersianding of the real issues hehind COMpLter

; W SECIFIL) . . S
COMDIEr SECUTH) and network security weaknesses since a speech that T heard in Thecember 2000, But

this time, he described soltwuare vendors as iresponsible for delivering such bugpy
: . software, and called Tor protection of hackers who discover and responsibly disclose
| EEE;}'_&&IS;:!T;:E" It 9 security problems in a_;ofrware. Clarke said that software makers must prc_}\;xitflc; pau‘:he.s
= of digial woe that are both €asy to install and that have already been tested for compatibility with
i cilmm'.bz'ef' the major applications used on most computers.

- Clurke also stated that operaring systems should be shipped with notwork services
disahled by default, so that they can be enabled only when the user or system acmin-
istrator necds those services, This statement got Clarke a round of applavse.

DC Insider B
Cyberspace meels ;
| Hosnelaoed Seciirity, Fuzzing and qdecomp i]ing‘ , N , ,
0F TRCEVPRE Y T had looked forward 10 hearing Halvar Flake's presentation on the use of graphs to

aid in binary analysis, Ulake's specialty is reverse engineering--the decompilation of

programs with the goal of understanding their flow and purpose. When the source

' Calendar of Evenis = | code to a program is not available, securlty rescarchers have used two wehniques
Mawrle your calendar while searching for security hugs: fuzzing (or stress testing) and decompiling code,

1 nond Tuzzing has a problem in that il is impossible 0 know i all possible code pabs have

been tested. Decompilation, on the other hand, s just plain difficult to do.

Flake described a set of wols he developed that work with a conmmercial product
(IDA) to provide flow diagrams Lo programs being reverse engineered, TDA comes
with a graphing tool, but Flake determined that the tool would not work well for his
own purposes, 8o he wrote a better one, Flake's tool allows the programmers te col-
lapse parts of the flow tree once they have been tested, for example. Another version
marks the paths taken through code with color, showing if all possible paths have
bwen reached ver Such tonls show great promise in westing commercial code for undis-
coverad problems, While reverse engincering is not required for Open Source soft-
watre, Flake's graphing techniques, such as following variables through a program and
marking program branches as tested, could be uscelul there as wel),

While Flake wus presenting, Roclol Temmingh and Haroon Meer, hoth of Senscpost
(sensepost.com) described a new Trojan that uses Inrernet Explorer 1o run an HTTPR
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tannel designed (o penetrat; firewalls with an outgoing
comection, and avoid TDS as well, Tater that iy, 1 caught
part of Maximiliano Cacercs (CORE, corest.com) prosenta-
tion on a replacement for the shelleode traditionally’ nsed
in remote attacks on UNIX and Linux systems, Instcad of
actually allempting to invoke /bin/sh, the UNIX shell, Cac-
vres described a wechnique for proxying syster calls, 5o that
the attacker runs commands on the remotle system that ac-
wally get carried out, via system calls, on the local (victim)
system, Quite a clever Gand scary) concept, the current ver-
sion requires thar both the attacking and victim O be the
sume version,

T next listened to Mike Schiffman describe a new library
he had written, Schiffinan, once known as Dacmeon®, and
now an @stake employee, had previously wriren the first
widely used SYN [ood tool, firewalk, and Luer libnet, a tool
used for writing other security and attack tools aimedd art
'LCP/IP networks. His new library, libradiate, helps € pro-
grammers build 802.11b (WiFi) packets, During the talk,
Schiffman demonstrated a ool named Omerty, that disasso-
clates cutrent scessions with a wireless aceess point. Black
Mat had four different access points set up, and once Schitf-
mn determined the channel used for his lectitre hall, he
ran Omerla. Audicnce members quickly acknowledged that
they had Teen knocked off the wireless nerwork. He did
nol share the source code for Omerta, something thag had
some attendees mifled-but probahly 4 good thing, 1 also
spent some time listening to Dan. Veeneman, an expert in
witeless networks (inchuding not only wireless, but cellular
and satellilc networks as well).

Snorting hogwash

After Flake's presentaton, Jod Haile, one of the Snort
{snort.org) developers, was my second favorite of the day.
Huile had been working on turning snott, the Open Source
1NS, into a tool that could do more than monitor networks
lewoakeing For attacks, Hogwush uscs snort, but instead of
merely sending alerts, TTogwash can drop packets, or cven
alter packet contents, If this sounds a lot like an application
gatoway-hbasced firewall to your, you would be close, Tog-
wash does work with ipfilter, the Linux firewall softwars,
but is not intended to act as an organization's firewall. Tn-
stend, Hogwash sits inline on u network o remaove or mod-
ify packets that represent part of an attack, Hogwash will
be used with the sceond generation of the Honevner Pro-
ject.

The Black Hat organizers really set up an gggressive
schedule, starting al 8 am cach day and ending at 6 in the
evening. As if that were not enough, Hacker Court was
scheduled during the reception. Hacker Court is the inven-
tion of o group of security consultants, including Carole
Fennell, Brian Martin, and Jon Klein, designed o demon-
strate 1 an auclience some of how different a cowrt and
jury appears 1o the world of technical experts, Tessentially,
while evidence submitted w Black Flat or USENLX audi
vnees can be expected o stund on its own merits, the same
evidence would he totally inappropriate, and likely inoffec-
tive, when presented to a judge and jury. 'The goal becomes
transtating «<ry, technical Lices into something that a jury can
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| understand and believe.

Muking the courl even more realistic, two law enfopce-
ment officers, Don Cavender (PRI and Jusse Kormblum (Air
Force O8I presented the government's evidenoe, and
Richard Salgaclo, Trial Attormey for the US Department of
Justices Computer Crime and Intellectual Propeety Section,
handled the prosecution. The actual evidence was manufac.
ired by Jon Klein, but madeled on an actual case. The de-
fense team included Jennifer Granick, Litigation Director of
the Public Interest Law and 'lechnology Director at Stan-
fordd, and someone wha has actually defended people
charged with computer crimes,

While the demonstration wag intended o he serious, it
wits dlsn very enterfaining. Richard Thieme:
(thiemeworks.com) gave a hilarious imprompta pecfor-
mance g5 the owner of the victm company, RATCO. The
jury, mostly members of the press, were permitted to leave
at any time, and to drink while "in the box". Cavender, with
a straight face, described portions of an IRC (Internet Relay
Chat) bog used in evidence, including interpretations of the
various smiley faces. 'The defense pointed out that the same
logs showwed thut un cnemy of the defendant (Bran Wilson)
was actually a much meore likely suspect. In the end, Wilson
was acquitted of two charges, bul convicted of a third
charge, having password cracking software on his home
Systermn.

I missed the beginning of the second morning's prescnt-
tion. After the parties the previous night, 8arm is just oo
carly to get startecd. And | did spend a lot of time welking o
people inthe halls outside of the lectures. T missed hearing
about SPIKE, a fuzzing ool written by Dave Altel (immuni-
tysec.con), I did lsten to Nicolas Fischback and Sebastien
Lacoste-seris discuss threats to IP buckbone security. Some
threats, such as the lack of real security to BGR4, were fa-
miliazr. The discussion of MPLS, a protocol used w creale
virtwal circuits gver IP networks, was new W me, but the
advice (use IPsec for encryption of dala over MFIS) was ex-
cellent.

After lundh, T listened w a fired up Lance Spitzer
(sun.com} talk about the Honeynet Project (project. hon-
eynet.org). Spitacr desceribed the version 1 Honeyvnets, then
wenl on to explain how version 2 will be better. Part of the
improvement will be the use of Hogwush, instead of 2
blocking firewall, to prevent an attacker who has lroken
inte a honeynet system from successfully aracking other
systerns, Another inmovalion is a4 new, covert, logging chan-
ncl. 'The logging channel actually was based on a rootkit,
and sends packets with forged beaders 1w o silenly sniffing
0% system for logging,

[ had missed listening t X and Kimo of Phenochit (phe-
noelit.de), as their talk conflicted with the Honeynet Project.
I et up with FX and Kimeo later ar DefCon, and found out
what 1 had missed. FX explained how to exploit Cisco
routers and HIP printers. OF the twa, the audience was mmost
enthralled with the HP primer altack, that sends a Java pro-
gram Lo 4 networked HP printer, that, in turn, begins scan.
ning the local network, But for me, the attack against Cisco
routers was much more interesting. FX carcfully explained
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continied from page 8

how they had gone about designing their example attacks
without reverse engineering Cisco's 108, Instead, they used
debugging crror messages and public documents on the
Cisco Web site to create heap overtlow. attacks that could
Ix: used to completely subvert Cisco 1300, 1600, and 2600
series roulery remotely, and 2500 series routers locally, It is
lilkely that similar atacks would work againat high encd
Cisco rowuters and switches as well, Ciseo, who has known
about similar issues for some time, needs W replace 108, an
aged, embedded 08, with & newer operating systen.,

There was a lot more, including Rain Forest Puppy ex-
plaining new attacks on Novell Netware, Ofir Avkin Cat-
stake,com) on VoIP autacks, Thomas Akin (crossrealneom)
on Cisco router forensics, and David Lirchfield (ngssoft-
ware.com) on Microsoft SQL Server bugs, Perhaps appropri-

- ately for the last talk of the day, someone asked Litchfickd,

perhaps best known recently for exposing 26 Oracle vul-
nerabilities in Tebruary 2002, what the next big tarset will
be. Litehficld paused, thoughtfully siaring into space, then
said, "LDAP and Active Directony". No one doubts that there
will be more Microsoft valnerabilities, more TNTS/ Linux
vulnerabilities, so almost anything could have beer said at
this point-but it does make me wonder,

‘Ihe next marning, T checked in at DefCon 10, Where
Black ITat includes o nice unch every day, the Alexis Houl
sells slices of pizza and hottles af water or beer for lunch.,
Two of the lecture "halls" are in wnls, and the roar of the
air conditioning made i difficult to hear speakers. T did [is
ten to Ofir Arkin's talle about his next scanning ool (Xprobe
v}, being very glad that he was mostly reucling his slickes,
But at DefCon, the real conference is nat in the lecture
rooms, but wandering the grounds, mecting and ralliing
with some of the thousands of people there, Like die [
DefCon I ever aitended (NefCon 1), there wete sull phone
phreaks there but they are now using wircless technology.
DefCon can best be described as a self-organizing anarchy,
but the Black ITat orgunization runs this conference as well
as anyone could manage 1o herd cars—-or thousaneds of
hackers and hangers on,

If you can't afford Black Hat, yon can hear similar lechires
{under appropriale creumstances, like a seat near the
speakers) at DefCorn, us well as being entertained by the ut-
tendess. Not for the weal at heart, and not for me cither, as
I had o wrn around and head off (o the USENTX Security
Symposiumn, and a much more scdate crowd.

Rik Fetrrow is g secuvity consiltant and €57 techrical ed-
itor. Reach bin et rik@splvit.com

ATTENTION: COPYRIGHTED MATERIAT, It is un]

Dec. 29 26861 #7:43AM P3

1| DG INSIDER

awtul to photacopy this page

Beltway insecurity
by Michael J. Zuckerman

Sudldenly, cyber security is 4 big deal here in the Nualion's
Capital.

After years of getting shon, shrift-alternately derded as
hyperbole or lost in the media’s insatiabic love-hate rela-
tionship with hackers—“Cyber” is hoing taken seriously as
component of Homeland Seeurity, ‘This could be a very
good thing or a very bad thing, ‘1'o know [or sure will re-
quire a break in the current news cycle, The annual Con-
gressionat August recess should tuke care of thar, enabling
coler heads and clearer thinking o prevail when thie [ed-
eral government goes back to work afler Labor Day.

T know, the rest of the naion views the Beltway crowid as
o6 greedy, sclf-involved or just plain dumb o “get it®
when complex issues are at stake. And I'm not challenging
any time-tested notions aboul our government, However, in
my cxperience, their shortcomings have as much o do with
inertia (Physics 101: “A body ar rest will stay a rest untl
acted upon by an outside foree”™) us anything else. They just
need thal “outside foree™ 1o get them i action.

On Thursday, June 27 The Washinglon Post, with revela-
tory gusto, discovered cyber security in a 3, 200-word story
that began atop the front page. The story repotted some re-
coent developmerts, but covered fumiliar ground about
known threats and vulnerabilivies, By Friday and on inte
the weekend the network news programs {ollowed the
story and kept it percolating inte the long July 4th holiday,

By the ime Congress got back, the buzz was making cy-
ber security part of Homeland Sccurily.

Nowhere in the president’s proposal to create a Depart-
ment of Homeland Security is there a single reference t cy-
herspace or responding o tereorist attacks that might
originate on the Interncet.

By contrast, the plan devotes 4 section Lo “chemical, hio-
logical, radiological or nucear” threats and envisions onc of
five “Under Secretaries”™ 1o head the Chem-Bio, Raed, Nuke
section or agency. Yet nowhere in the $37.7 billion plan
does Cyber get so much as an Ass'Sect. 1T “lrade groups”
roses in protest over this slight, demanding a Homeland bu-
reauctat (o represent their interests,

Metnbers of Congress and the adminisirution offered as-
surances that cyber sceurity would not be overlooked. Byt
this is an elecion year, Aned complex, sansitive jssucs have
a way of getting more complicated by the vagaries and lo-
cal interests of politicians. What righe-thinking pol con-
cerned hy local lay-offs resulting from a troubled econamy
and corporale corruption, is going 1o green light a plan for
a new Department of Homeland Security that will gobble
up 22 existing agencies, move people around, take AWy
jobs and generally change things just as an election i on
the horizon?
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